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Introduction

The Office of the Comptroller of the Currency’s (OCC) Comptroller’s Handbook booklet,
“Merchant Processing,” provides guidance for bank examiners and bankers on merchant
processing activities. For purposes of this booklet, a merchant processing activity is the
settlement of credit and debit card payment transactions by banks for merchants through
various card associations. This booklet focuses on card payment-related processing, which is
separate and distinct from a bank’s business of issuing payment cards. The appendixes
provide sample worksheets and a glossary of merchant processing terms. Throughout this
booklet, national banks and federal savings associations (FSA) are referred to collectively as
banks, except when it is necessary to distinguish between the two.

Background

The principles a#fire
Processors may coveffall

is booklet may apply to other types of electronic payments.
f payment cards or specialize in one form.

A bank’s merchant proc ks involve gathering sales information from the
merchant, obtaining authorTzgfiorRfo®he transaction, collecting funds from the card-issuing
bank, and reimbursing the me cessing of sales transactions for merchants by
the bank does not directly affect theffank’s Balance sheet except through settlement accounts
and reserve balances. Merchant prod&gsing ¢ owever, create significant off-balance-sheet
contingent liabilities that may result inTOSgg#’togM® bank. Merchant processing is a business
of high volumes and low profit margins. Sengfal igh level of sales and transaction
volume is needed to create a profitable operatio
transaction. Processing a high transaction volu
departments can successfully maintain the necessa

; only efficiently run
Is and effectively manage the

banks. The merchant processing business of these banks is intensely competitive, with
aggressive pricing.

Bankers need to fully understand merchant processing and its risks. Attracted to the business
by the potential for increased fee income, they may underestimate the risks and not employ
personnel with sufficient knowledge and expertise. They also may not devote sufficient
resources to oversight or perform proper due diligence reviews of third-party organizations.
Bankers may not have the managerial experience, resources, or infrastructure to engage
safely in merchant processing for merchants with which the bank does not already have a
customer relationship or which are located outside the bank’s local market area, or to manage
high sales volume, high-risk merchants, or high charge-back levels.
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There are various types of organizations that make up the electronic payment transaction
industry. MasterCard and Visa, which are bank card associations, are the most significant
organizations in this industry in terms of number of cards issued and the number of banks
issuing its cards. (The OCC does not endorse particular products or brands.) Only financial
institutions can become members of one of the bank card associations. MasterCard and Visa
are operationally similar, with both using four-party networks to process transactions. The
four parties involved in the network are the card issuers (financial institutions that are
members of the association), the acquirers, the cardholders, and the merchants. The
associations are not counted as a separate group because they are considered the umbrella
organizations, and service providers are not counted as a separate group because their
function is often served by acquirers.

In addition to the bank card associations, other card companies issue their own cards,
authorize purchases, settle with both consumers and merchants. These card companies
process transactions, instead of a four-party network. A major
etwork is that the card issuer and the merchant acquirer are the
ther card companies include American Express, Discover

distinction in th
same entity. Exampl
Card, and Diners ClI
Much of the information it thils bRok&t focuses on the bank card association model and
operations.

Types of Merchant Processors r Participants

The role and accompanying risks of bank
common participants in merchant processing ar
without liability, and third-party organizations.

rty organizations vary. The most

anks, agent banks with and
A bank that contracts with merchants for the settlement of I pNs is an acquiring
bank. Acquiring banks contract directly with merchants, or indig bugh agent banks or
other third-party organizations, to process card transactions. BanKasffagement should be
familiar with the potential liability for acquiring banks through this activity.

Acquiring Banks

The acquiring bank generally provides all backroom operations to the agent bank and owns
the bank identification number (BIN)/Interbank Card Association (ICA) number through
which settlement takes place. A BIN/ICA number is an individual member’s unique
identification number that facilitates clearing and settlement through the card association.
The BIN is assigned by Visa and the ICA number is assigned by MasterCard. Depending on
the contractual arrangement with the acquirer, the agent bank may be liable in the event of
charge-back or fraud losses.

An acquiring bank that is a member of a card association must sponsor a merchant that
accepts sales payments from card association-branded payment cards. The merchant may
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then maintain a settlement account with the acquiring bank or settle via automated clearing
house (ACH) transactions between the acquiring bank and the merchant’s bank.

A merchant may open a merchant account at a bank or other financial institution that is a
member of the bank card association. The establishment of this merchant account enables the
merchant to facilitate the processing of card transactions.

Agent Banks

The agent bank is typically a community bank that does not directly offer merchant
processing services. Community banks refrain from contracting with merchants on their own
because they lack the management expertise or the necessary infrastructure needed to serve
as acquirers.

An agent bank mg3
underwriting gufeli
bank signs an agreergie

@ pr want to sign merchants that do not meet the acquiring bank’s
cquirer may accept the account on the condition that the agent

those merchants indemniyged. Arfindymnification agreement is typically used when the agent
bank has other account relati@ish¥ys ®ith the merchant and, as a customer service, wants to

assist the merchant in obtaini ervices.

Bank managers and examiners shouR{be famj#r with the limits on a national bank’s ability
to indemnify a transaction, as outline Figl .1017, “National Bank as Guarantor or
Surety on Indemnity Bond.” Limits on an s @biljgy to enter a repayable suretyship
agreement or guaranty agreement are described § 160.60, “Suretyship and
Guaranty.”

Many community banks have referral arrangements . these arrangements are
also referred to as agent banks without liability. In referr Quts, the community
banks do not have liability exposure, because they do not INgmnj@”tfacquirers for losses.
In a typical referral arrangement, the acquirer performs the urndg @ executes the
merchant agreement, and accepts responsibility for merchant 10s ¢ acquiring bank may

pay the referring bank a fee for brokering the merchant relationship.

Third-Party Organizations

A third-party organization is any outside company the acquiring bank contracts with to
provide merchant processing services. Examples of third-party organizations may include
ISOs/MSPs, although others exist. The ISO/MSP solicits merchants and performs such
services for acquirers as processing merchant applications and charge-backs, detecting fraud,
servicing merchant customers, providing accounting services, selling or leasing electronic
terminals to merchants, processing transactions, authorizing purchases, and capturing data.

To control costs, acquiring banks frequently outsource functions to third-party organizations.
An acquirer’s sales and transaction volume may not justify the cost of in-house data
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processing, or the bank may not want to staff a direct sales force. Acquirers can benefit from
the technological expertise and capabilities of third parties without having to develop the
systems and infrastructure themselves. A third-party organization provides a wide array of
services. Each acquirer should maintain up-to-date records including a list of third-party
organizations used and services outsourced to the third party. Other records that a bank
should maintain include contracts, amendments, fee schedules, authorized signatories, and
contacts.

The acquiring bank may receive third-party services indirectly. For example, an ISO/MSP
may contract directly with a data processor or network provider, and the ISO/MSP may pass
the service on to the bank. Banks can also receive services indirectly through an ISO/MSP
that contracts with another ISO/MSP to provide services.

for third-party organizations. For more information, refer to
nizations” section of this booklet and OCC Bulletin

Bank Card Association Req¥§

register third-party organizations with association before accepting their

services. The acquirer must pay an initial e and annual fees to the bank card
association for each third party under contraCt. his fee is passed on to the third-
party organization.

Because third-party organizations a notyard association members, acquirers must

on

ith the bank card
-parfy organizations. These

After registration, the acquirer remains responsible
association’s operating rules on business relationships wi
rules make the acquiring bank liable to the bank card assoCWion fg actions of the
acquiring bank’s third parties. The bank card association also'rg @ b acquiring bank to
regularly submit information about the acquiring bank’s third-p Qugfnizations. Acquiring
banks can be fined by the bank card association for failing to provide the information. Rules
are established by the bank card association and are specific to the individual bank card
association.

Special Third-Party Organizations
Payment Facilitator or Payment Service Provider

MasterCard defines a payment facilitator as a merchant that is registered by an acquirer to
facilitate transactions on behalf of sub-merchants. Under Visa’s rules, a payment service
provider is an organization that contracts with an acquirer to provide payment services to
sponsored merchants. The payment facilitator and the payment service provider (collectively,
PSP) are operationally similar. In both cases, the acquirer is responsible for the actions of its
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PSP and the PSP’s sponsored merchants. Bank card association rules are specific to the
individual association. Banks engaged in merchant processing activities should be aware of
specific rules as they relate to payment facilitators and payment service providers.

Rent-a-BIN

Rent-a-BIN,! in the acquiring context, describes an arrangement in which an acquiring bank
permits the ISO/MSP to use the bank’s Visa BIN or MasterCard ICA number to settle
merchant card transactions. The bank has minimal operational involvement. The ISO/MSP
retains the majority of income, and the bank receives a fee for the use of the BIN/ICA
number.

The acquiring bank that owns the BIN/ICA number always retains risk of loss, as well as
responsibility for setidgent with the bank card association. The bank is responsible based on
the contractual prg @ of the association membership. Therefore, the bank’s management
should rigorousdloviieg control the Rent-a-BIN arrangement to ensure that the
ISO/MSP is approprj ing the risk. Oversight controls are important, even if the

[ . Moreover, the acquiring bank must consider any lending
relationship the bank haXyyi /MSP when analyzing the bank’s total risk exposure.

For more information on thir &ations and ISO/MSP relationships, refer to the
“Risks Associated With Merchant Pgbcessirly” and “Risk Management and Controls”

sections of this booklet. /

Technological Changes

ted from retail credit card
hases, reloadable cards, and

Traditionally, most merchant processing transac®o
purchases. With technological changes, however, 0%
other prepaid payment products, as well as electronic De
are increasing sources of processing volume.

\ ¢ transactions
through their interchange rate structure. Because of the promotedwgas#y the bank card
associations and advances in technology, the majority of payment card sales transactions are
now electronic. Paper-based transactions still exist, but to a much lesser degree than
electronic transactions.

Technological changes include the expansion of mobile purchases through the use of
smartphones. Although mobile transactions have not been a significant source of losses to
date, merchant processors are likely to face increased risk exposure in the future from such
transactions. Cyber attacks can reduce the availability of online and mobile banking services
and, more significantly, result in identity theft and fraud. To date, the volume of mobile
payments processed in the United States (that do not use established card or ACH networks

! There are also payment card (issuing) Rent-a-BIN relationships with similar requirements for strong vendor
management and oversight programs; the issuing Rent-a-BIN has its own set of unique risks and operations,
however, which are outside the scope of this booklet.
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for authorization, clearing, and settlement) is small relative to the potential market.
Consequently, major retailers are in discussions with banks, technology companies, and
telecommunications providers to establish a common standard for mobile payments and a
payment system to support the growth of these transactions.

Wireless Processing

In recent years, as technological costs have declined, merchants have increasingly used
wireless terminals for credit and debit card transactions. Wireless processing is one of the
easiest and most convenient ways for merchants to accept payment from customers, and is a
cost-effective way to process transactions. The payment card is swiped through a wireless
terminal and a customer receipt is printed for the transaction.

to use anywhere.
to produce than keyed transactions. A swiped transaction
five seconds, while keyed transactions can take one to

e Swiped transacti
can take approxim
two minutes.

e The customer’s card tranggcti®y i¥approved or declined instantly.

Prepaid Debit Cards

A prepaid debit card that is reloadable is

card. A consumer can add funds to the card
card. Payroll deposits are a frequent source of f
growing product area for all banks and consumeys.
functionality due to merchant acceptance of the nef%
more consumers are using the cards as an alternative 10

rred to as a general purpose reloadable
g sources, depending on the specific

Gift Cards

Gift cards are prepaid cards that are generally not reloadable. A ¢ der may use a gift
card for the purchase of goods or services. A gift card is often used as a noncash monetary
gift. The card is identified by a specific number or identification code (card ID), rather than
an individual’s name, so anyone can use the card. These cards are backed by an online
electronic system for authorization. Many cards have no value until they are sold, at which
time the cashier enters the amount the customer wishes to put on the card.?

Some gift cards can only be used at select retailers, while others can be used anywhere that
accepts major payment card brands. If the cards are limited and can only be used at select
retailers, they are considered “closed loop” cards. Cards that can be redeemed by various
establishments and merchants are considered “open loop” or “network” cards. Some gift

2 The amount is rarely stored on the card but is noted in the store’s database, which is cross-linked with the card
ID. Consequently, gift cards are generally not stored-value cards, because a monetary value is not stored on the
gift card.
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cards may be reloadable, allowing the cardholder to add funds to the card and continue using
it. Gift cards have become increasingly popular because they don’t require the purchaser, or
donor, to select a specific gift. The recipient has discretion in using the gift card within the
restrictions set by the issuer.

Operations

This section summarizes how card transactions are processed. The intricacies may vary
significantly for each bank, but the basic principles are the same.

Authenticating Transactions

The first step in authorizing payment card transactions is to verify the identity of the
individual cardhold rd association rules address cardholder authentication and vary
based on the typ ransaction, the merchant category, the amount of the transaction,
IS the transaction. This ensures that the person presenting the

card for payment is use the card. Transactions can be authenticated by using a
signature code (a thre igit code located typically on the back of the card) or other
methods. For details of t e the “Information Security” booklet of the Federal

Financial Institutions Exami
Handbook.

uncil (FFIEC) Information Technology Examination

Europay, MasterCard, and Visa dev: E
that embeds a microprocessor chip on payg#en

amed after the developers), a technology
ds to encrypt transaction data. EMV

cards, and acceptance of EMV technology in th
process.

Authorizing Transactions

Authorization is the process of approving or declining a transa
finalized or cash is disbursed. After authentication, the merchant OWw#s approval from the
card-issuing bank or from a third party acting on behalf of the card-issuing bank. Figure 1
illustrates the authorization process. This authorization process is structured to prevent
transactions from being approved for cardholders who have not satisfactorily maintained
their card accounts or who are over their credit limits, and to protect against the unauthorized
use of cards that have been reported as stolen or are fraudulent. Authorization systems may
include internally or externally developed platforms, or a combination of both.
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Figure 1: Authorization Process

Cardholder

vt

Merchant

vt

Approval or denial
Acquiring bank of
request

Reguest for
approval

Bi W ward
as >ciatir

Issuing bank

Source: OCC /

Typically, the clerk or cardholder swipes hroggh a terminal at the point of sale to
obtain the information stored on the magnet# st je back of the card, and then inputs
the amount of the transaction. This information jffa

acquiring bank’s processor, which captures the tragé d forwards the information to
the card-issuing bank through the bank card associa epending on the status of
the cardholder’s account, the transaction is approved or dg d this decision is
transmitted back through the bank card association netwo of sale.

For example, customer signatures or personal identification numbersare not required for
transactions meeting certain low-dollar criteria and where the merchant’s business falls into
certain business code categories; authentication, however, is required. The threshold for low-
dollar transactions varies depending on the particular bank card association and the approved
merchant category code allowed by the bank card association.

Acquiring banks require authorizations for all paper-based transactions. Ensuring that each
paper-based transaction is authorized helps protect merchants against fraudulent transactions.
While paper-based transactions still occur, most transactions are now processed
electronically.
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Clearing and Settlement

Clearing is the process of delivering final transaction data from acquirers to issuers for
posting to the cardholder’s account. Clearing also includes the calculation of certain fees and
charges that apply to the issuer and acquirer involved in the transaction, as well as the
conversion of transaction amounts to the appropriate settlement currencies.

Settlement is the process of transmitting sales information to the card-issuing bank for
collection and reimbursement of funds to the merchant. Settlement also refers to the process
of calculating, determining, and reporting the net financial position of issuers and acquirers
for all transactions that are cleared. Figure 2 illustrates the clearing and settlement process. A
typical transaction flows from the merchant to the acquirer (or acquirer’s processor), then to
the bank card association, and finally to the card-issuing bank (or its processor), which bills
the cardholder. Fun w in the opposite direction, or from the card-issuing bank to the
bank card associajg to the acquirer, and finally to the merchant. An acquiring bank’s
outsourcing of e etimes all) of its merchant processing to third-party
organizations complj ction flows and fund flows.

Merchant

Transaction data fo les
and
discount
Acquiring bank O

Transaction data

and Credit for sal

interchange
Bank card
association
Transaction data ¢ T Funds for
transaction
Issuing bank
Source: OCC

Note: The timing of the discount and interchange fees may not directly correspond to the transfer of transaction data as shown
in this simplified figure (i.e., the discount fee is typically collected monthly and the interchange fee is collected daily at net
settlement). This figure also does not illustrate the added complexities associated with using third-party organizations.

Large merchants often transmit data directly to the acquirer or third-party organization.
Smaller merchants usually submit data to a third-party organization that collects data from
several merchants. The third-party organization then transmits transactions to the acquirers.
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Technical: Expired authorization, nonsufficient funds, or bank processing error.
Clerical: Duplicate billing, incorrect amount billed, or refund never issued.

Quality: Consumer claims to have never received the goods as promised at the time of
purchase.

Fraud: Consumer claims not to have authorized the purchase, or identity theft.

The consumer’s rights and responsibilities vary by the type of payment method used. For a
credit card, the consumer must first try resolving a payment dispute with the merchant. If
unsuccessful, the consumer informs the card-issuing bank of the dispute, and then the card-
issuing bank posts a temporary credit to the cardholder’s account. The card-issuing bank
requests documentatigg from the merchant that authenticates the transaction and possibly
resolves the disp charge-back is upheld by the card-issuing bank, the amount is
charged back to€he ’s account, and the consumer does not pay for the disputed
charge. The customejgha 53 from the day the card statement is received to report a
dispute to the card-isSug

For debit cards used at a pdinfofaldterminal or with other electronic devices, the bank
must follow the error resoluti iled in 12 CFR 1005. This process gives the
consumer rights and responsibilitiesincludgg:

e Consumer may be liable for an una
when the consumer notifies the financYalg
used to conduct the transaction. Under tfie E
no bright-line time limit within which cons

e Consumer is generally reimbursed the amount %
notification to the bank of the alleged error.

ctronic fund transfer (EFT) depending on
igg and whether an access device was

M und Transfer Act (EFTA), there is
port unauthorized EFTs.

ithin 10 business days of

Specific details regarding all of the consumers’ rights and ™ i ks can be found in the

The charge-back processing and time frames between the bank and its merchant are generally
addressed contractually via the merchant processing agreement.

Figure 3 illustrates the general charge-back process for credit transactions.

® The customer has 60 days to report a dispute under federal consumer regulations (12 CFR 1026, “Truth in
Lending,” known as Regulation Z), but the card association may allow more time to initiate a charge-back.
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Merchant charge-backs become a credit exposure to the acquirer when either the merchant or
ISO/MSP declares bankruptcy or is otherwise financially unable to pay. If a merchant or
ISO/MSP cannot honor its charge-backs, the acquiring bank must pay the card-issuing bank.
Banks have been forced to cover large charge-backs when merchants have gone bankrupt or
committed fraud. In many of these cases, the merchant engaged in deceptive or misleading
practices. The contingent liability can span several months of the merchant’s sales volume
because of the cardholder’s rights to dispute the charge and the charge-back process.
Moreover, high volumes of charge-backs may result in large fines from the bank card
associations.

A single merchant or ISO/MSP-related merchants can generate sufficient sales and
subsequent charge-backs to result in substantial losses to the bank. Charge-backs from a
fraudulent or problem merchant (or group of these merchants) can total hundreds of
thousands of dollars gag day. These charge-backs can translate into recognized losses to the
acquiring bank if hant or ISO/MSP is incapable of payment. Charge-back losses can
dn a matter of days, causing a bank to fail.

Substantial credit ris e When an ISO/MSP uses a bank’s BIN/ICA number. The
indemnification of losse e SP is only as strong as the creditworthiness of the
ISO/MSP and the creditwolthgheXyohe merchants signed by the ISO/MSP. Many of the
most serious merchant proces S anks have resulted from merchants solicited by
ISOs/MSPs (even when ISOs/MSPsfvere c@intractually responsible for losses).

ation members to use its BIN/ICA
uggher owner has primary responsibility

If an acquiring bank permits other banKCa
number, it also assumes credit risk. The
to the bank card association for any user’s (User /ICA number) failure to perform.
Using another member’s BIN/ICA number is al§Pri e bank owning the BIN/ICA
number fails to perform, the bank card association€g

thg users of the BIN/ICA
number liable. Although sharing BIN/ICA numbers than in the past, users
could be liable for all activity involving the BIN/ICA nurgler¥theyare members of the

bank card associations.

AL

Operational Risk

Acquiring banks are faced with operational risk daily as they process card transactions for
their merchants. This risk arises primarily from the settlement process. Settlement is the
process of transmitting sales information to the card-issuing bank for collection and
reimbursement of funds to the merchant. Operational risk can also arise from a bank’s failure
to process a transaction properly, inadequate controls, employee error or malfeasance, a
breakdown in the bank’s computer system, or a natural catastrophe.

Among the operational risk exposures are processing risks. A failure anywhere in the
transaction process can result in risks to the bank’s earnings and capital. For example, the
failure to
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e monitor the merchant acceptance process (including merchant acceptances generated by
ISO/MSP relationships) can result in significant operational and credit problems. These
include possible bank card association fines; credit, fraud, and operational losses;
inadequate staffing and infrastructure; and reputation repercussions.

e process charge-backs properly and in a timely manner, as specified in the bank card
association rules, can result in operational and credit losses.

e provide adequate staffing for charge-back processing and fraud monitoring can result in
preventable operational and credit losses that occurred because of high workloads.
Workloads can change quickly depending on sales growth and charge-back volume.

e comply with bank card association operating rules can bring substantial fines.

e monitor daily sales transactions can result in substantial operational losses from
fraudulent activity.

e provide or the inability to provide timely transmission of funds to merchants or third
parties can resu erational losses, reputation risk, and liquidity risk.

e monitor the lity and fulfillment (e.g., sales, charge-back processing, fraud
monitoring, ice, or ACH file creation) provided by third-party organizations
can result in opesgti redit losses, fines, and a negative reputation.

i hant activity and pricing with actual merchant activity

ugpNyfitgple operations.

and pricing can result

In addition, there is risk in all ng yangements, because the bank must ensure that
the chosen service provider complie§f with idance and regulations and has policies and
procedures that reflect those of the b )

Operational risk exposures arise from the hagliwdife 20 software used for processing, if there
are intrusions or negative alterations, internally §

Nks arise if personally
identifiable information emerges from the merchant proce s awesult of social
engineering or a cyber attack.

Although data may not be expropriated, cyber attacks can causé
complete disruption of services to customers, alteration of custon®#ta, and in the worst
case, they could lead to the destruction of systems and customer data. Data stored or data in
transmission is at risk.

Fraud risk is another operational risk. Fraud can exist in any part of the payment transaction
and thus creates a risk exposure for the merchant processor. Fraud at the authentication level
is often referred to as identity theft. Fraud at the authorization level may be caused by cyber
attacks or complicity with a merchant or merchant employee.

Compliance Risk

Compliance risk may occur in various parts of offering and providing the merchant
processing activity. While the risk may occur at the bank level, this risk can also exist when
products, services, or systems associated with a third-party relationship are not properly
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reviewed for compliance, or when the operations of the third-party relationship are not
consistent with law, ethical standards, or the bank’s policies and procedures.

The potential for serious, frequent violations or noncompliance is heightened when a bank’s
oversight program does not include appropriate audit and control features, particularly when
the third-party organization is implementing new bank activities or expanding existing ones.
Compliance risk also increases when the privacy of consumer and customer records is not
adequately protected, when conflicts of interest between a bank and affiliated third parties are
not appropriately managed, and when a bank or its service providers have not implemented
an appropriate information security program. Banks should involve their compliance
management function in the due diligence and monitoring process, because third-party
products or services present significant risk to regulatory compliance.

Banks are required tggaave Bank Secrecy Act/Anti-Money Laundering (BSA/AML)
compliance progr ﬁ@ appropriate policies, procedures, and processes to monitor and
identify unusuaM®cti OCC expects banks to effectively assess and manage risks,
including those presegite N d-party organizations (such as processors). Processors are
generally not subject L; as a result, some processors may be vulnerable to money
laundering, identity ther®yraud es, and illicit transactions or transactions prohibited by
the U.S. Department of the' T @as®gy’# Office of Foreign Assets Control (OFAC).

The bank’s BSA/AML risks when th a processor account are similar to risks from
other activities in which a bank cust

er conggts transactions through the bank on behalf of
the customer’s clients. When the bank egfidentify and understand the nature and
g

sources of the transactions processed thr t, the risks to the bank and the
likelihood of suspicious activity can increase. If not implemented an adequate
processor approval process that goes beyond cr gement, it could be vulnerable

to processing illicit or OFAC-sanctioned transacti
igdgn T customer
dro the potential for
hoglink’s GLBA risks

regulatory noncompliance in safeguarding customer information
when dealing with a third-party processor that possesses confidential customer information
are the same as the risks when the bank possesses the information. The potential exists for
legal liability related to customer privacy breaches.

Inadequacies in compliance with laws and regulations, policies and procedures, and ethical
standards may subject the bank to litigation and legal expenses. The bank should verify,
directly or through a processor, that the merchant is operating a legitimate business. Such
verification could include comparing the identifying information against public record and
fraud databases; comparing the identifying information with information from a trusted third
party, such as a credit report from a consumer reporting agency; or checking references from
other banks and other financial institutions.
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Reputation Risk

The bank must consider the possible reputation risks involved in merchant processing.
Should any interaction and aspect of merchant processing conducted by the bank or its third-
party organizations not be consistent with the bank’s policies and standards, the bank could
be subject to reputation risk. Publicity about adverse events surrounding third-party
organizations may increase the bank’s reputation risk. Decisions made by the bank or third
parties acting on the bank’s behalf can directly cause the loss of merchant relationships,
litigation, fines and penalties, and losses associated with charge-back reimbursements.

Banks that use third-party organizations to offer new products or services or expand existing
ones must closely monitor the quality and appropriateness of the provider’s products and
services to ensure ongoing customer satisfaction. Furthermore, the acquirer must perform
strong due diligencew third-party organizations and ongoing evaluation of third-party

service standard
Risk Management @

The OCC expects each b iqgNtily, measure, monitor, and control risk by implementing
an effective risk management{gyst riate for its size and the complexity of its
operations. When examiners as effe§iveness of a bank’s risk management system,
they consider the bank’s policies, p cessy»onnel, and control systems. Refer to the

“Bank Supervision Process” booklet paoller’s Handbook for an expanded
discussion of risk management.

This section focuses on the primary methods by &
referral banks manage and control risk. The risk
vary from bank to bank.

cCq\ring banks, agent banks, and
: ot processes and controls may

Board and Management Supervision

The board and management must ensure the bank has a compre Isk management
framework in place commensurate with the bank’s complexity and risk profile. The
framework should enable the bank to assess, measure, monitor, and control the various
individual risks associated with the bank’s merchant processing activities (as discussed in the
“Risks Associated With Merchant Processing” section), or risks within lines of business or
by function, as well as assess these risks in aggregate with other risks across the banking
enterprise. The importance and need for a comprehensive and integrated approach to risk
management has increased in an environment that has become more complex. This
complexity is reflected in: (1) the structure of many banks; (2) the products and services
being developed; (3) the technology being used to deliver products and services and to
interface with consumers; (4) the competition in the marketplace; and (5) the global presence
of many banks. Consequently, the importance and value of an enterprise approach to risk
management cannot be overstated.

Comptroller's Handbook 18 Merchant Processing



Introduction > Risk Management and Controls

The bank’s risk management process should include written policies and procedures
appropriate to the size and complexity of operations. Risk management must include a
system for approving merchants and an ongoing program to monitor their credit quality and
guard against merchant fraud or sanctioned activity. The board and management must
establish a sound internal control environment and audit culture. In addition, the board of
directors, acting through senior management, is ultimately responsible for ensuring that the
bank maintains an effective internal control structure that includes suspicious activity
monitoring and reporting.

Management and staff should have knowledge and skills appropriate for the type and level of
the risk the bank takes. For example, personnel responsible for processing charge-backs
should fully understand bank card association rules, and personnel responsible for approving
merchant applications should be able to properly evaluate merchant creditworthiness and
identify high-risk megagants. Staffing levels should be commensurate with the workload.

Risk measuremefit te
activity effectively.
them to gauge the de
acquisitions, account at
charge-back aging, fraud,
profitability.

systems must be in place to operate, monitor, and control the
d management should regularly receive reports that enable
’s fisk. Key management reports should detail new account
jon, p 10 composition, sales volumes, charge-back volumes,
s@iiciqys dctivity reporting, sanctions screening, and department

Agent Banks /

Agent banks should fully understand thei®riggfcigl lighility for merchants’ charge-back and
fraud losses and their responsibilities under the g ith the acquirer. Agent banks
with liability should establish appropriate risk ¢ ding ongoing monitoring.
Monitoring should include sales activity, charge-b$ gfraad investigations.

@ eir relationship
ggfients or other

Referral Banks (Agent Banks Without Liabili

Referral banks generally need no more than modest controls to
with the acquirer. If management has made any indemnification
commitments, however, more comprehensive controls and reporting should be established
because the referral bank is exposed to liability.

Capital Allocation and Limits

The bank should hold appropriate capital for merchant processing activities, based on the
level of risk associated with the activity. Any higher risk posed due to a contractual
arrangement with a third-party organization for merchant processing activities should be
considered when determining the adequacy of capital for the activity. The board and
management should limit the bank’s volume of merchant processing relative to its capital, its
risk profile, and management’s ability to monitor and control the risks of merchant
processing. The board-approved policy governing merchant processing should require at
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least an annual analysis of capital allocated for merchant processing activities, and the
analysis should be approved by the board.

Factors to consider in connection with merchant processing include

e current and expected sales volume

e merchant type and location.

e role and supervision of third-party organizations.

e management expertise.

e ability to identify, measure, monitor, and control risks.
e skill of personnel.

e charge-back level.

e merchant processipg profitability.

e Dbank’s risk profs

e adequacy of upport other lines of business.
Management must c&hgd plications for capital of off-balance-sheet risk (e.g., fraud

om transactions, sales volume, and higher-risk

Existing regulations do not assess a s
but capital regulations (12 CFR 3, subpar:
capital to support the bank’s risk level. Depddi
processing activities, the OCC may require capi

permit the OCC to require additional
2 risk profile of the bank’s merchant

to ensure that the bank’s capital planning process and cap
complexity and overall risks.

Specifics vary, but bank card associations have definitive rules th it the processing
volume a member can generate relative to its capital, concentrations of high-risk merchants,
and charge-back rates. The OCC, however, may require more restrictive limits, consistent
with safety and soundness, than the bank card associations impose. Examples of
requirements that associations may impose include the following:

e High-risk merchant concentration: Proportion of aggregate merchant sales volume
comprising merchants in high-risk merchant activities. The bank also may have
established a target maximum percentage limit for this concentration.

e Capital support for charge-backs: Aggregate charge-backs for the previous six months
as a proportion of the bank’s tier 1 capital. The bank also may have established a
maximum percentage limit for this calculation.
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e Capital support for merchant sales volume: Average weekly merchant sales volume
for the most recent quarter divided by the bank’s tier 1 capital. The bank also may have
established a minimum tier 1 capital level as a percentage of weekly sales.

Board and management should have full knowledge and understanding of the associated
capital and collateral obligations that may exist for the bank’s merchant processing activities,
as well as any other credit mitigation instruments such as letters of credit or guarantees. Also,
any collateral obligations for the activity should be reported to the board and management on
a regular basis.

Security Pledges

Bank card associations may require security pledges to protect the bank card payment
system. These secug edges can be large if the risk posed by the bank’s merchant
processing activijg h. Management should fully understand that the bank card
associations may ha ual rights to offset funds from the bank’s settlement account

without the bank’s p§for 1yoN.
Payment Card Industr ity Standards Council
The Payment Card Industry (P rity Yandards Council was founded in 2006 by the

International, MasterCard Worldwide® e council is a global open forum that is

responsible for the development, managegf®n catjon, and awareness of the PCI Data

Security Standard and other standards that i#€re gent data security. As of November

2012, the council had over 600 participating or PNNgepresenting merchants, banks,

processors, and vendors worldwide. Although the J @ hrds are not established or
14

endorsed by the OCC, the standards may help the b erational risk.

PCI Security Standards
The PCI Security Standards are technical and operational requi @ e council sets to

protect cardholder data. The standards are global and govern all meTChants and organizations
that store, process, or transmit payment data, and include specific requirements for software
developers and manufacturers of applications and devices used in the transaction process.
Compliance with the standards is enforced by the major payment card brands that established
the council.

major payment card brands: Americgn Ex?Discover Financial Services, JCB
a.

PCI Data Security Standard for Merchants and Processors

The PCI Data Security Standard (PCI DSS) for Merchants and Processors is the global data
security standard that a merchant must adhere to in order to accept payment cards. The
standard includes the following six goals and 12 requirements:

e Build and maintain a secure network.
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— Requirement #1: Install and maintain a firewall configuration to protect cardholder
data.
— Requirement #2: Do not use vendor-supplied defaults for system passwords and other
security parameters.
e Protect cardholder data.
— Requirement #3: Protect stored data.
— Requirement #4: Encrypt transmission of cardholder data across open, public
networks.
e Maintain a vulnerability management program.
— Requirement #5: Use and regularly update antivirus software or programs.
— Requirement #6: Develop and maintain secure systems and applications.
e Implement strong access control measures.
— Requirement #/: Restrict access to cardholder data by business need-to-know.
ssign a unique ID to each person with computer access.
estrict physical access to cardholder data.

e Regularly monit etworks
— Requirement ck@and monitor all access to network resources and cardholder
data.
— Requirement #11: Reghla t security systems and processes.

e Maintain an information s
— Requirement #12: Maintain @fpolicyhat addresses information security for all
personnel.

uring cardholder data. If security

control requirements are not properly implemen ycaches may occur. Significant
| DSS compliance is not,

however, a guarantee that breaches will not occur.

Merchant Underwriting and Review

Management should implement a formal merchant underwriting oval policy to
control credit risk. The policy should designate the types of mercwa##®Wwith which the bank is
willing to conduct business as well as the criteria for selecting merchants (e.g., time in
business, location, and sales volumes). Further, the bank’s policy should define what
information each application should contain, such as type of business, location, and Social
Security number/tax identification number for the business entity or principal owners. The
policy should also stipulate what information is required in the merchant agreement. The
merchant agreement should disclose all fees, define what the merchant is required to do at
point of sale, and require notification of ownership changes or substantive marketing and
product changes. The policy also should outline the procedures and schedules for the periodic
reviews of the financial status of the existing merchant base.
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Underwriting Standards

The underwriting policy should require a background check of the merchant to support the
validity of the business, creditworthiness of the merchant, and sales history. The bank’s
underwriting standards should require, at a minimum,

signed application.

signed processing agreement.

signed corporate resolution, if applicable.

adequate understanding of the merchant’s business to ensure that it is classified under the

merchant category code.

on-site inspection report or verification of business.

e credit bureau reports, as allowed by the Fair Credit Reporting Act, on the principal of the
business.

e financial stajg

redit reports on the business.

e analysis of the mg¥cha ctivity based on recent monthly statements from the
merchant’s curre st Ncent processor, if available.

e Paydex score proving b d Bradstreet, if available for additional information to
consider (the OCC do®n ofge particular products or vendors).

o verification of trade and bRk @fer,

e evidence that the merchant ISTIogon OFRC’s Specially Designated Nationals List (SDN
List) or the bank card industry’sg/lembe rt to Control High Risk Merchants
(MATCH) list. Such checks are s r ry practice.

Review and Approval of Merchant

In the initial review of a merchant application, the
history of substantial charge-back volumes, weak firfggi#
valid business. The depth of the initial review should ma

Idgeject a merchant with a
bon, or failure to operate a
| of risk the merchant

underwriting typically use enhanced credit and fraud monitoring sysStems.

The bank should also establish criteria for reviewing applications from a merchant’s other
locations (if the merchant conducts business in more than one location). These procedures
may be abbreviated from the standard underwriting guidelines, but verification is necessary.
Verification should ensure that the type of business is similar to the existing location’s and
that the merchant owns the additional locations.

The bank should establish who can approve new accounts. To approve a merchant with a
high sales volume, a senior officer’s authorization should be required. Commercial lending
experts should assess the creditworthiness of large merchants.
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The policy should address documentation requirements. If the acquiring bank uses
information collected by the ISO/MSP, the bank’s policy should outline the quality of
information required and the review procedures required.

Prohibited or Restricted Merchants

When evaluating merchants’ credit quality, banks must consider the business lines and any
products the merchants offer. The bank card associations segment businesses by activity, and
acquiring banks should analyze merchants along similar lines on an ongoing basis. Most
acquiring banks compile lists of prohibited or restricted merchants, describing the types of
merchants they are unwilling to sign or are willing to sign only under certain circumstances.

Certain types of businesses are inherently more risky. For example, although there are many

Many banks use holdback Or @seXe ®ccounts to mitigate credit risk on higher-risk

merchants.

Internet Merchants /
The Internet gives fraudulent businesses sj
ready access to the public. Acquirers should'con theNy
Internet merchants using bank and trade verific " 4P
credit analysts should determine whether heighteng vV

use of additional risk mitigation techniques, such as (=¥
reserves.

g the underwriting process,
nggeharge-back risks warrant the
ettynent or establishing

Electronic commerce and the use of the Internet pose privacy ag concerns that
should be addressed in the initial underwriting. The bank should 8§ the security of
transactions as well as stored data. Secured servers and data encryption technologies help to
protect data and transaction integrity.

For Internet merchants, underwriting standards should stipulate that the following
information must appear on the Web site:

e Customer service number (toll-free is preferable).

e If the Web site or merchant uses an alias, the actual name of the entity that operates or
controls the merchant.

e E-mail address to contact the company.

e Statement on security controls.

e Delivery methods and timing.

e Refund and return policies.
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e Privacy statements (permissible uses of customer information).

Concerns regarding potential fraudulent businesses with minimal financial resources, as well
as data and transaction integrity, are not limited in the merchant world and may occur
regardless of the method and location of the merchant sales. While there are still monoline
Internet merchants, many brick-and-mortar (storefront) merchants also provide Internet sales.
Conversely, there are also traditional merchants that have morphed into primarily Internet-
based operations, versus the brick-and-mortar operations of the past.

Periodic Review

The financial condition of high-volume and high-risk merchants should be regularly
monitored. The bank’s policy should stipulate the frequency of reviews and the size of
merchants requiringggews. In determining the threshold for periodic reviews, the bank
should consider vg @ pncentrations, high-risk industries, and charge-back history.
Depending on tif€ cogn#®itign of the bank’s portfolio, it may not be necessary for the bank
to review smaller mqg paodically; the bank may be able to rely on sound underwriting
guidelines at acquisitl ther or not a merchant’s credit is reviewed periodically, its
hant—should be monitored rigorously for such events
ity, and sanctioned activity. To screen portfolios
uirers now use information databases (e.g.,

When a bank’s merchant processing depar,
have a relationship with a merchant, each'Sh
change in the merchant’s credit quality. For exa grchant’s unacceptable charge-back
rate could indicate emerging problems of credit j
signal increased risk with the merchant relationshif§ ould include the merchant
manager on the routing of the problem loan report. | i
merchant’s financial condition is deteriorating, the bank
exposure. For instance, when dealing with a financially un
require a holdback reserve or security deposit.

educe its risk
t, the bank may

Acquiring Bank Reviews of Agent Banks

Acquiring banks should periodically review the financial condition of agent banks that
assume loss liability. The financial capacity of the agent bank should be consistent with the
risk profile of its merchant portfolio and volume of merchant activity. The acquirer does not
need to review periodically a referral bank’s condition.

Agent Bank Merchant Underwriting

Agent banks with liability should have appropriate underwriting procedures in place. The
acquiring bank expects the agent bank to reimburse it for any losses sustained. The agent
bank’s management should refer to the acquiring bank’s underwriting criteria when
developing guidelines. Acquirers may decline merchants that agent banks refer if the
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merchants pose undue risk or do not meet the acquirer’s minimum standards for merchant
underwriting.

The complexity of an agent bank’s underwriting guidelines will depend on the type of
merchants it targets. If the account base is limited to existing customers and sales volumes
are low, written underwriting guidelines may be minimal. When accounts are high risk or
volume is high relative to the bank’s capital base, more extensive guidelines are appropriate.
Agent banks often have more stringent criteria for nonbank customers, who the banks may be
less familiar with, than for existing bank customers.

Profit Analysis and Monitoring Pricing
To ensure that the pricing process is adequately controlled, a bank’s pricing policies should

address the methodsggd for pricing, authority levels, and repricing procedures. The pricing
istANCY in pricing practices and helps optimize profit margins.

iodically thereafter and should ensure that the initial
discount rate is in line with't idftion estimate and original pricing model assumptions.
All significant merchants sho r for repricing at least annually, and if any
merchants are unprofitable, they shqglfld be @priced. Most agreements allow acquirers to
increase discount rates and fees at afytime d the life of the contract.

such as net income to sales and
net income per item. Ideally, the banks should be & gt profitability by merchant,

acquisition channel, risk exposure, and industry.

occupancy costs. Indirect costs may include corporate overhead expenses such as human
resources, legal, and audit services. Refer to appendix C of this booklet for a sample profit
and loss statement.

Management and the board should be kept informed of the merchant processing department’s
profitability. The level of detail and frequency of reporting to the board is contingent on the
size and risk profile of the operation in relation to the overall operations of the bank and its
capital base.

By implementing effective and appropriate controls over processors and their merchant
clients, a bank should be able to identify those processors that process fraudulent transactions
for merchants to ensure that the bank is not facilitating these transactions. In the event that a
bank identifies fraudulent or other improper activity with a processor or specific merchant,
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the bank should take immediate steps to address the problem including filing a Suspicious
Activity Report (SAR) when appropriate, terminating the bank’s relationship with the
processor, or requiring the processor to cease processing for that specific merchant.

Agent Bank Pricing and Profitability

An agent bank’s pricing should be sufficient to recoup the fees charged by the acquirer as
well as the agent bank’s other costs. Depending on the size of the agent bank’s merchant
portfolio, separate profitability reports on this line of business may not be necessary.
Management should always be able to determine whether the service is profitable to the
bank. If profits are insufficient, management should consider whether other benefits of
offering merchant processing services make up the difference.

placed on MATCH. The listing on MATCH indicates
that the merchant committed @ne re specific acts that convinced the acquiring bank or
processor that the acceptable f been exceeded.

The specific reasons or types of acts 0
MATCH include

rrant the merchant being placed on
excessive charge-backs due to merchant busj afices or procedures.
excessive deposits for transactions unauthori¥eg @@m olders.

credit or debit card fraud conviction.

excessive deposits for counterfeit transactions.

deposits for transactions involving sales of goods or icE®gegMgted by another
merchant (laundering or factoring).

e suspicion that the merchant is conducting fraudulent activi

It is not uncommon for merchants to be placed on the list for technical violations of their
merchant agreements, which would not be considered risk-related reasons, or possibly for
several charge-backs that did not cause the processor a loss, or that may not have exceeded
an acceptable level of risk.

The MATCH list is accessed more frequently by banks for investigating new merchant
account applications than for reporting possible felonious merchants. Using the MATCH data
to review merchant applications should be the starting point in the process. The inquiring
bank should always base its acceptance decision for a new merchant account on its own
firsthand investigation and due diligence process.

MATCH is maintained by MasterCard International and used by MasterCard, Visa USA, and
American Express.
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Fraud Monitoring
Detection Methods

Issuers are primarily responsible for fraud monitoring, but merchant fraud detection systems
may help identify cardholder fraud through transaction monitoring. Bank card associations
prepare fraudulent activity reports for acquiring banks. These reports should be used in
coordination with a bank’s fraud system as verification. Bank card associations may require
acquiring banks to document plans to correct unacceptable merchant sales practices.
Additionally, associations provide educational material to acquirers and merchants regarding
the latest techniques in fraud detection.

Issuing banks also must monitor for fraud by merchants. Fraud analysts should not rely

exclusively on excesgfgarge-back activity to identify fraud. The primary tool for detecting
@ ption report that details variances from parameters established at

account setup. BESIic

purchases of the sa

Most large-volume processor
maximize the efficiency of staff and@monitofng reports, the bank should periodically review
and update parameters as necessary.\ghe dailyg#ales threshold may be set at a percentage
(e.g., 110 percent) of the activity in a prior me (e.g., three months’ average). Such a
margin allows for normal merchant grow sates for seasonal sales patterns.

charge-back risks associated with this sales cha

hould develop monitoring for
Internet-based merchants commensurate with the i

with these merchants.

\| compare each
products may be

A By selectively route
higher-risk transactions through the neural network, subjecting the remaining sales volume to
exception reporting.

Many banks use scoring, bankruptcy, trade, and fraud databases to identify merchants that
are more likely to falsify transactions because of weak finances or legal difficulties.

Investigations

Bank management should take swift action when it encounters suspicious sales. Its
investigation may include verifying purchases with the card-issuing bank or obtaining copies
of paper-based transaction tickets from the merchant. An acquirer’s quick response helps to
minimize losses for the acquirer and the card-issuing bank, as well as to notify law
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enforcement agencies. Daily staffing should be sufficient to determine whether any of that
day’s exceptions has the characteristics of a fraudulent transaction.

Merchant agreements should allow the acquirer to delay settlement of funds until
questionable transactions are resolved. Once fraud is suspected, management must file a SAR
with the Financial Crimes Enforcement Network (FIinCEN). Additionally, the account of a
fraudulent merchant should be terminated, and the merchant’s business and their owners
should be placed on the MATCH list.

Charge-Back Monitoring

An acquirer must have strong controls in place to accurately process charge-backs and
retrieval requests in a timely manner. The acquirer may lose a charge-back dispute (and lose
the money involved)gNit does not adhere to strict bank card association rules. The bank card
associations noti ers of merchants having excessive charge-backs, which may be

‘ oth. The associations may fine banks that have high levels of
charge-backs or that o le charge-backs properly. Management can limit the charge-

An acquirer’s risk manageme uld detect merchants having high levels of
charge-backs. Numerous charge-bagts may ndicate an unscrupulous merchant, or the
merchant’s need for additional train es that monitor charge-backs should be alert
for merchants with excessive retrieval harge-backs.

Larger merchant processors employ collectors t gigharge-back losses and other fees.
A collector seeks remedy from the principals of e g#Siney} through negotiations or civil
action.

Risk Mitigation

To protect themselves from merchants that pose high risk or th istory of charge-
backs, many acquirers establish merchant reserve accounts or ho eserves. Holdback
reserves are also used to limit a bank’s credit risk when the merchant’s product or service
involves future/delayed delivery. A bank can fund the reserve by setting aside a lump sum or
by withholding a portion of each day’s proceeds until a specific balance has been reached.

The bank may also fund a general reserve account, similar to the allowance for loan and lease
losses (ALLL), for a portfolio of merchant accounts. Although similar to the ALLL, the
general reserve for merchant losses should be classified as an “other liability” account and
not commingled with the ALLL. The amount of the reserve is often based on the entire
portfolio’s contingent charge-back exposure. Accounting for the reserve should be in
accordance with generally accepted accounting principles.

Banks can also purchase insurance against charge-backs. This insurance is written as
comprehensive protection against uncollectible charge-backs. Although the insurance is
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comprehensive, banks must follow strict guidelines to collect on the insurance in the event of
loss. The insurance can cover nondelivery of the product; unauthorized mail order or
telephone order transactions; use of counterfeit, lost, or stolen card numbers; the factoring of
credit card transactions; misuse of cardholders’ funds; misrepresentation on the merchant
application; collusion between the independent sales representative and merchant; and
merchants’ deceptive and misleading methods of soliciting funds from cardholders.

Accounting and Reporting

Bank management should ensure that charge-back losses are appropriately detailed on call
reports as other noninterest expense. Any collected funds are to be reported as other
noninterest income. Any uncollectible fees should be reversed from income in a timely
manner.

Settlement Cont

Acquiring banks mug un
controls from merch
controls should help ma
procedures, and controls a
compliance with policy.

d and assess the risk regarding payments and settlement

INg activities. An assessment of payments and settlement
derstand the risks to the bank; to establish policies,

r@or e ® these risks; and to develop an audit process to review

Acquiring banks should have strongendor agement programs that include written
agreements with all third-party organiZatiogg”ingMved in the settlement process. The
agreements should detail responsibilities,¥a gements and schedules, and
contingency plans. Additionally, managemeht s
place over parties in the settlement process. Co
audits, on-site visits, performance reporting, and fifg

merchants. These reports summarize the interchange rates
associations for each transaction. The reports may assist in i

merchant’s terminals or software. Identifying and correcting the problems may result in
savings for the merchant and acquiring bank.

The success of settlement controls and payments depends on the participants’ (bank,
processors, and merchants) credit quality and the system’s operational reliability.
Management may obtain third-party reviews from its processors. Also, management may
request a copy of regulatory examination reports of its processor from the bank’s primary
regulatory agency.* Bank management should refer to OCC Banking Circular 235,

* Some services provided to banks by service providers are examined by the FFIEC member agencies.
Regulatory examination reports, which are only available to financial institutions that were clients of the service
provider when the exam was performed, may contain information regarding a service provider’s operations.
Regulatory reports are not, however, a substitute for a bank’s due diligence, audit, or oversight of the service
provider.

Comptroller's Handbook 30 Merchant Processing



Introduction > Risk Management and Controls

“International Payment Systems Risk”; OCC Bulletin 2013-29, “Third-Party Relationships:
Risk Management Guidance”; and the FFIEC IT Examination Handbook booklets
“Qutsourcing Technology Services” and “Retail Payment Systems” for guidance in
monitoring payment system risks.

Pricing

In general, merchant pricing is extremely competitive, especially for large and national-scale
merchants that generate high transaction volumes. The acquiring bank may use various
methods to price the merchant account. Smaller merchants are frequently priced with a single
discount rate, rather than a range of discount rates, based on merchant volume and average
sales ticket. Acquiring banks frequently use unbundled pricing for their medium-size and
large merchants. When pricing is unbundled, a fee is charged separately for each service.
Fees on interchange orizations, and charge-backs may be unbundled. Banks also may
unbundle fees fo t preparation, application, customer service, membership,
maintenance, ant pe Tege(for violation of association rules or for fraud loss recovery
due to a data compr

The pricing method chos®g for ape®fic merchant should take into account the level of risk
the merchant poses. Pricing f@ hi -risk merchants (e.g., card not present, delayed
delivery) may be set higher th Nsk merchants.

Many acquirers use pricing models
maintain several pricing models. The mo

eir target discount rates. Acquirers may

acquirers to input different variables for differe
revenue, or expenses, and such adjustments are

Discount Rate

The acquiring bank assigns a discount rate to the merchant accou e time the merchant
agreement is signed. In the simplest case, the discount represents a single rate charged a
merchant based on the individual merchant’s sales volume. For example, a merchant with a
2 percent discount rate receives $98 for a $100 credit card sale processed with the acquiring
bank. The discount is generally charged monthly to the merchant. This creates a timing
difference because the bank is settling interchange with the bank card associations daily. In
other words, the bank in most cases pays the interchange charges before receiving payment
for these charges from the merchant. This timing difference creates a credit exposure for the
bank on the discount payable from the merchant.

Most merchant agreements allow the acquiring bank to change the discount rate for various
cost increases. The most typical change is passing along new interchange rates set by the
bank card associations. The discount rate generally ranges from 1 percent to 4 percent for
small to medium-size merchants. Discount rates for high-volume merchants may be less than
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1 percent, and many large merchants receive (are priced using) unbundled pricing rather than
discount rates. Merchants using electronic data capture systems, which are cheaper and more
accurate, are charged lower discount rates than merchants that generate paper-based
transactions.

The bank’s managers should be able to explain major deviations from minimum discount
rates. Banks often give a favorable discount rate to merchants that are commercial borrowers
or deposit holders. A merchant’s discount rate can also be favorable because the merchant
leases card equipment from the bank. Although setting prices based on other services or
relationships is an acceptable practice, the bank should be able to measure the overall
profitability of a merchant account. The bank examiner should review discount rates for
insiders and affiliates to ensure that they do not receive better rates and terms than similar
bank customers.

Interchange F,

An interchange fee igipaigly Mg acquiring bank to the issuing bank via bank card
associations for the t c passing through interchange. Therefore, interchange is an
expense on the acquirer ypcom@siAgment and income on the issuer’s income statement.

Bank card associations set int on a periodic basis (generally on an annual basis
and usually in April). There are nu iflerchange rates relating to factors such as the
type of authorization (e.g., card presegt oy cargffot present) and type of business (e.g.,
grocery store). The acquiring bank must cqg#id e different interchange rates when pricing
merchants.

Processing Fees

The processing fee varies with the size and number o 10/Mythe merchant submits per
batch, and covers the costs associated with data-processii sefees gguired for the
transactions. The processing fee may include data capture autlglrizagon costs. The fee
may go directly to the bank if it does all of the processing or to
processor.

Termination Fees

A merchant-account contract may require a termination fee payable by the merchant. Some
merchant-account contracts require that the term of the contract last a certain length of time
(e.g., one or two years), while some may not. When a termination fee is part of the contract,
and the merchant terminates the contract early, the merchant is required to pay the
termination fee. Depending on the volume level of the merchant’s activity on the account and
the bank’s policy, the merchant may negotiate to have the termination fee waived.
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ISO/MSP Fees

The ISO/MSP fee is the amount the acquiring bank pays the ISO/MSP for services provided.
These services usually include soliciting merchants and customer service. The fee is
negotiated and often represents a percentage of the volume the ISO/MSP-sponsored
merchants bring to the bank. Pricing for the merchant signed by the ISO/MSP should be
consistent with the fee agreement between the bank and the ISO/MSP.

Agent Bank Commission

The agent commission is a fee earned by the agent bank for signing a merchant. This fee is
built into the discount rate or charged separately.

Other Income

Discount incom&is n
programs include eq@ip
agency services, and t
and services offered co

way banks generate fee income. Other income-generating
ing, merchant clubs offering unlimited supplies, travel
insyrance. Management should make sure that any products
ittl€apMicable laws and regulations.

Scorecards and Models

A scorecard is a tool for evaluating t el gerformance of prospective merchants.
While scorecards may vary in design, theyfo specific measures or targets associated
with the applicable activity, cause and effecgdyn@imi®, financial and nonfinancial
components, business processes, growth, and a N other variables. Scorecards
may be manual or automated, simple or complex.
likely that it is highly automated.

Some scorecards may qualify as models and require adheRgce
“Sound Practices for Model Risk Management: Supervisor i
Management.” For purposes of OCC Bulletin 2011-12, “mode P a quantitative
method, system, or approach that applies statistical, economic, fin®™®al, or mathematical
theories, techniques, and assumptions to process input data into quantitative estimates. A
model consists of three components: an information input component, which delivers
assumptions and data to the model; a processing component, which transforms inputs into
estimates; and a reporting component, which translates the estimates into useful business
information. The definition of model also covers quantitative approaches whose inputs are
partially or wholly qualitative or based on expert judgment, provided that the output is
quantitative in nature.

Scorecards for merchant processing are generally proprietary. Scorecards may exist for a
variety of purposes related to merchants, fraud, and other bank products and services. Banks
should adequately assess whether scorecards rise to the level deemed a model per OCC
guidance and, if applicable, should adhere to the aforementioned model guidance, which
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addresses model risk management; model development, implementation, and use; model
validation; and governance, policies, and controls.

Managing Third-Party Organizations
Selecting a Third-Party Organization and Due Diligence

Regardless of the type of third-party relationship, selecting a competent and qualified third-
party provider is essential to managing third-party risk. The due diligence process provides
the bank with an opportunity to identify qualitative and quantitative aspects, both financial
and operational, of a third party and to assess whether the third party can help the bank
achieve its strategic goals. Banks should conduct appropriate due diligence before selecting a
third party and at appropriate intervals thereafter.

Due diligence s Ive a thorough evaluation of all available information about the
third party, and rhay views of

e experience in impl&gen pporting the proposed activity.
e audited financial state th@third party and its significant principals.
,argl r

e qualifications, backgroun egaiations of company principals, to include criminal
background checks, when & te.
internal control environment anqgaudit c®vggage.

adequacy of MIS.

business resumption, continuity, recoW#ry, congingency plans.
technology recovery testing efforts.

cost of development, implementation, and s@#o

reliance on and success in dealing with subcondg

insurance coverage.

e financial capacity
of the ISO/MSP and its principals should also be analyzed to ganization’s
viability and capacity to absorb losses. Many acquirers obtain ca sits from the
ISO/MSP to support the contractual arrangement. Banks should review an 1SO’s/MSP’s
financial condition periodically.

a
4

Banks should check the background of each principal of a0 @
A (1 C4P)

Bankers should refer to OCC Bulletin 2013-29, “Third-Party Relationships: Risk
Management Guidance,” for additional guidance. Also, refer to FFIEC IT Examination
Handbook booklets “Outsourcing Technology Services” and “Supervision of Technology
Service Providers” for additional information.

Contracts
Bank card associations require written contracts between an acquirer and the ISO/MSP. Bank

card associations have specific guidelines relating to contract provisions, functions controlled
by the acquiring bank, accessibility to procedural audits, and record-keeping requirements. A
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written contract should clearly set out the responsibilities of each party, compensation and
liability arrangements, allowable uses of the acquiring bank’s name, and reasons the contract
can be terminated. A bank legal counsel familiar with the specialized nature of merchant
processing should review all contracts.

On-Site Inspections, Audits, and Attestation Engagements

Management should periodically conduct on-site inspections and audits of third-party
organizations. Audit reports should be generated, and the third-party management should be
required to respond to identified issues. If the third party is required to have specialized
audits or an attestation engagement (e.g., attestation engagement according to Statement on
Standards for Attestation Engagement (SSAE) No. 16, “Reporting on Controls at a Service
Organization,” or if it elects to have such audits or attestation, management should obtain and
review the audits or ggstation.

SSAE 16 is an
American Institute o

tandard put forth by the Auditing Standards Board (ASB) of the
ublic Accountants (AICPA). The SSAE 16 standard is used
for reporting on cont e organizations. Service organizations, for this standard, are
defined as organization vices to user entities, for which these services are
likely to be relevant to the Usdf eMiti®’ internal control for financial reporting. SSAE 16
amended and replaced Statem Wy Standards No. 70, “Service Organization”
(SAS 70), for service auditor reportiffg on pgriods ending on or after June 15, 2011.

A global standard for assurance repor e organizations, International Standard on
Assurance Engagements (ISAE 3402), h yshed by the International Auditing and
Assurance Standards Board (IAASB). Although and ISAE 3402 are very similar,
several differences exist. Typically, SSAE 16 is@fe & used for service organizations

located and operating in the United States, while tifg 40 standard is used by all other
companies.

Contingency Planning and Business Continuity

Acquiring banks must also ensure that the third-party processor ork providers have
contingency plans in place to continue operations in the event of a disaster. If an ISO/MSP is
providing the backroom operations, the bank also should ensure that the ISO/MSP has a
contingency plan. The bank should request and review contingency plans for third-party
processors and network providers periodically to ensure the adequacy and feasibility of the
plans. The merchant processing examination should include information technology (IT)
examiners to the extent needed to review the adequacy of the contingency plan, as well as the
bank’s in-house data-processing systems for merchant processing.

For more information, bankers should refer to the FFIEC IT Examination Handbook booklet
“Business Continuity Planning.”
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Supervision of Technology Service Providers

A technology service provider (TSP) is a type of third-party organization. The OCC, the
Board of Governors of the Federal Reserve System, and the Federal Deposit Insurance
Corporation have statutory authority to supervise third-party servicers that enter into
contractual arrangements with their regulated financial institutions (12 USC 1464(d)(7),
1867(c)(1)). The Consumer Financial Protection Bureau has authority as described in

12 USC 5514(e), 5515(d), and 5516(e). The National Credit Union Administration does not
have independent regulatory authority over TSPs. These regulatory agencies coordinate
interagency programs to supervise TSPs through the FFIEC; thus, TSPs are handled in a
unique regulatory way.

A bank’s use of a TSP to provide needed products and services does not diminish the
responsibility of the ggrd and management. They must ensure that the activities of the TSP
are conducted in g @ d sound manner, within acceptable risk parameters and in
compliance witi¥app e Jaws and regulations, just as if the bank were to perform the
activities in-house.

The regulatory agenciesYgpect fi jal institutions to have a comprehensive, enterprise
risk-management process | cha¥ addresses vendor management for their relationships
with TSPs. The risk-manage ) ould include risk assessments and robust due
diligence for the selection of TSPs, gbntract@evelopment, and ongoing monitoring of all
TSP’s performance. The risk assess
TSPs engage to ensure that all covere

to the FFIEC IT Examination

yviders” and “Outsourcing
Banks must fully understand the total risk exposure when lenlig

@ -party organizations
that perform services for the bank. The risk exposure to the banK&gug#Only the loans but
also the contingent liability from merchant processing activities conducted by the third party
through the bank’s BIN/ICA number, including the risk of charge-backs. The lending
relationship also creates a potential conflict of interest. Lending to a third-party organization,
such as for working capital, can result in a bank failing to take appropriate action against the
third party when problems are identified. For example, the bank may not want to stop
processing for the ISO/MSP because it may jeopardize repayment of the bank’s loan. As a
result, management might continue with a problem relationship, which may increase the
problems and subsequent losses.

For more information, bankers and examinels s
Handbook booklets “Supervision of Technolog
Technology Services.”

Loans to Third-Party Organizations

Prepaid Debit Cards

Banks involved with processing prepaid debit cards deal with a variety of third-party
organizations. Prepaid debit cards, even gift cards, may present potential BSA/AML risks.
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Banks should ensure they have compliance programs and the appropriate policies,
procedures, processes, and systems to identify, measure, monitor, and control applicable
risks. Also, banks should be diligent in monitoring and addressing these risks and be
cognizant of laws, rules, regulations, and supervisory guidance included in the “References”

section of this booklet.

Q
//I/O
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Examination Procedures

This booklet contains expanded procedures for examining specialized activities or specific
products or services that warrant extra attention beyond the core assessment contained in the
“Community Bank Supervision,” “Large Bank Supervision,” and “Federal Branches and
Agencies Supervision” booklets of the Comptroller’s Handbook. Examiners determine which
expanded procedures to use, if any, during examination planning or after drawing
preliminary conclusions during the core assessment.

Scope

These procedures are applicable for both agent and acquiring banks and are designed to help
examiners tailor the g#gmination to each bank and determine the scope of the merchant
processing examiggg hhis determination should consider work performed by internal and
external auditor€andaa® igdependent risk control functions and by other examiners on
related areas. Examiyers erform only those objectives and steps that are relevant to
the scope of the exanli s determined by the following objective. Seldom will every
objective or step of the

Objective: To determine the scope ion of merchant processing and identify
examination objectives and steps neflessary g meet the needs of the supervisory strategy for
the bank.

1. Review the following documents to idenjg y ggevious problems that require follow-

up. Documents include
e previous examination findings relating to ‘@4

response to those findings.
e work performed by internal/external auditors and€gedi
issued and management’s response to significant deNgi
e supervisory strategy and the scope memorandum issued
Charge (EIC).
e work papers from the previous examination.
e customer complaints and the resolution of those complaints.

ssing and management’s

argagers including reports

Ink’s Examiner-in-

2. Obtain and review management information related to the supervision of merchant
processing activities. Refer to the sample request letter in appendix B. Management
information includes

e Dbank’s current strategic plan and any other formal plans that relate to merchant
processing operations.

e management’s analysis of capital adequacy and/or capital allocated for merchant
processing risks.

e organization chart including each functional area.
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e copies of formal job descriptions for all principals of the merchant processing
operation.

e resumes detailing experience of principals in the department.

e copies of management compensation programs, including incentive plans.

e copies of the two most recent monthly management reports provided to the board for
merchant processing operations.

e copies of all internal and external audit reports issued since the last examination, with
any response from management.

e copies of all internal loan review and loan review reports for the merchant processing
activity, because the merchant processing business involves the fundamental
evaluation of counterparty credit risk with significant merchants, ISOs/MSPs, and
Rent-a-BIN partners. This is something the bank should look at annually.

e new merchant report for the previous three months.

documenting tings since the last examination.

e budget for th ocessing area at the beginning of the year, and budget
revisions as of g date.

e report on the bank'Wt mgchants by volume.

e most recent list of higRri

e any analysis or documentati® suppdrtigg the evaluation of high-risk merchants, and
description of actions taken ¢ MQ high-risk merchants.

e copies of Visa and MasterCard as#¥Ci stagdards and copies of all correspondence
from these organizations since the 128t eximgfatian.

e correspondence from bank card associati
evaluation of the bank’s capital adequacy o
mitigation instruments, such as letters of cred

e copies of marketing plans for the merchant proce
product.

e copies of merchant processing policies and procedures.

e copies of OFAC sanctions screening results.

a profitability report for the department for the most recent year-end and year-to-date

(YTD) and profitability reports by segment.

list of all insider or affiliate-related merchants who are customers.

any management reports on merchants’ credit risk.

daily fraud monitoring reports.

fraud loss and credit loss history.

copies of SARs filed.

charge-back aging report and charge-back ratio and trend reports.

e name and address of agent banks and the volume of business for each one by the
merchants they referred.

e list of third-party organizations by name, address, and description of service provided.

ain to the association’s

r collateral or other credit
CS.

eratipn overall and by
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3. Review call report information, on Schedule RC-L, “Derivatives and Off-Balance-Sheet
Items,” for YTD merchant credit card sales volume. Consider the following information
possibly detailed on the call report schedule:

e Sales for which the reporting bank is the acquiring bank.
e Sales for which the reporting bank is the agent bank with risk (i.e., agent bank with
liability).

The above information should be used as an initial step in evaluating the volumes
reported relative to historically reported volumes to see if there have been any significant
shifts that might suggest a new activity. Also, the above information may be helpful in a
capital adequacy analysis (see the worksheet in appendix E). A capital adequacy analysis
shows the volume of reported activities in relation to capital.

4. ldentify, duri iscussion with management,

any changes i bgesRgctivities (e.g., growth, target market, and products).
how managemegl s viges merchant processing operations.

any significant ¢ es iIRpoNies, practices, personnel, staffing, and controls.
any internal or externdg fa®pr? that could affect merchant processing operations.

5. Set the examination’s scope and@pbjectiwes using findings from performing the preceding
procedures and from discussionsNgtg th EIC and other appropriate supervisors.
From the following examination proceglr ternal control questions, and verification
procedures, select the ones necessary to gfeeilihgg® objectives. Note: Examinations
seldom require all steps.

6. As examination procedures are performed, test
procedures, internal controls, OCC regulations, an0"O
with inadequate supervision, undue risk, or increasind§

7. Coordinate the review with examiners in charge of reviewig . In discussion with
other examiners, ensure that merchant processing functions arSas®ressed in corporate-
wide IT policies and procedures (e.g., business continuity planning and information and
operational security).
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Acquiring Banks

These examination procedures apply to acquiring banks. If the bank being examined
offers merchant processing as an agent bank, refer to the agent bank procedures.

Overall objective: To assess the quantity and direction of risks in an acquiring bank’s merchant
processing activity; understand management’s risk tolerance levels; gain an understanding of
products offered or planned; assess policies, procedures, and practices used in merchant
processing; and assess compliance with regulations and regulatory guidance.

This objective will be attained through completion of examination activities in some or all of
the following functional areas.

Management Planni

Objective: To assess the a

profitability targets, an

to ensure appropriate expertise and sufficient staffing

within the line of busines

a the strategic plan, business plan, and the overall planning
process, including m¥n entS methodology for setting merchant processing growth and
he [ocC

1.

Review the bank’s strategi d rmine whether management’s plans for the
department are clear and represegt the c®rregt direction of the department, as well as any
changes since the last exam that 0 sistent with the bank’s current strategic

plan.

Determine whether the bank card associatio
bank. If so, assess management’s corrective acjg
requiring a collateral pledge, maintaining highe
from signing certain types of merchants.

For issues that remain uncorrected, determine whether t
has adopted a corrective action plan and the status of imple
plan.

Obtain, through discussion with the manager of the merchant processing department,
information about the overall portfolio, MIS, and policies. Significant changes from the
prior examination should be reviewed to understand how the changes have affected the
portfolio’s risk profile.

Evaluate any new programs the bank is pursuing and what effect the programs may have
on the merchant operation.

Determine whether the bank has acquired any merchant portfolios since the previous
examination. If so, determine
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e thoroughness of the due diligence review performed by management before the
purchase.

e quality of the portfolio as determined by the charge-back rate and loss history.

e number of accounts and breakdown of merchant accounts by industry (using standard
industry code).

e whether reserve accounts or certificates of deposit are pledged against the merchant
accounts.

e whether the purchase was approved by the board and management according to bank

policy.

7. Determine the volume of transactions being processed in relation to the bank’s tier 1
capital, in aggregate and for transactions deemed high risk.

9. Assess the adequac€of Mg ovgrall MIS (information contained in MIS reports is detailed
in the “Internal Contr§Quedgonaire” in this booklet, under the “Management and
Board Supervision” sectidq, i ). Review

e MIS reports management rogtinely #es, and determine whether the reports
adequately inform managem thggepartment’s condition.

e reports to the board and determin the information the directors receive is
meaningful and complete. At a mini

10. Review the résumés of the principals in the merchant processi™
whether the staff has adequate experience in merchant processing and is adequately
trained.

11. Review the organizational chart for the department to determine what, if any, other
responsibilities the merchant manager has within the bank. Determine whether the
organizational structure is appropriate.

12. Determine what committees, if any, are involved in the merchant processing operation.
Review the committee’s minutes for pertinent information. Determine whether the
committee structures, if any, are appropriate.

13. Determine whether current staffing levels fit the bank’s short-term and long-term
requirements. Determine whether

Comptroller's Handbook 42 Merchant Processing



Examination Procedures > Acquiring Banks

e staffing levels are adequate for the volume of merchant accounts, the number of
applications reviewed daily, processing needs, and the need to oversee third parties.

e personnel reviewing merchant applications are qualified.

e staffing levels are sufficient to handle resolution of charge-backs within bank card
association time frames.

o staffing levels are sufficient to investigate daily fraud exception reports in a timely
manner.

e staff turnover is reasonable.

14. Determine whether there is a separate bank policy for merchant processing or whether it
is incorporated within another bank policy, when the board approved the policy, and
when the policy for merchant processing was last updated.

15. Evaluate the ov dequacy of written policies for merchant processing by considering
whether the

o establishes ciffar JR&gs oNguthority and responsibility.

IR th®bankads willing to accept, as well as limits on the amount of

ity earnings, or sales volumes, as appropriate.

volume of the bank’s merchant activity.

provides for adequate a e ble staff.

requires written contracts befgveen aff tigrd parties.

establishes criteria for the acc % rchants.

requires the development of procedtir onitor each merchant’s activity.

establishes when merchant reserve (f0ld aggounts are appropriate.

establishes risk-based guidelines for the iew of merchant

creditworthiness.

develops criteria for contracting with any IS s agent for the bank.

e requires the development of adequate MIS to keegghaMggemeat and the board
informed of the program’s condition.

e requires that a comprehensive procedures manual be de
employees in administering the program.

e establishes guidelines for handling exceptions to policy.

e establishes guidelines for the acceptance of agent banks.

e requires review of all contracts and applications by legal counsel familiar with
merchant processing.

guide officers and

16. Determine whether the board evaluates policies for changing market and business
conditions at least annually and whether the policies are in line with the overall strategic
plan for this activity.

17. Determine whether the bank policy addresses charging off stale charge-backs (generally
90 days) and assess the policy’s appropriateness.
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18. Determine whether the bank policy addresses the approval process for new merchant
accounts. In that regard, and from an underwriting perspective, determine whether the
policy addresses the following issues and points:

e types of merchants for which the bank does not want to provide merchant processing
services (prohibited and restricted lists).

e documentation requirements for merchant files.

location of original contracts for merchants and requirement that they be maintained

in a secure, fire-protected area.

merchant contracts have the appropriate party signatures.

underwriting guidelines for merchant accounts.

termination procedures for merchant accounts.

type of derogatory information that is acceptable on credit reports.

criteria for ing processing for additional merchant locations.
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19. Determine whether th as Bdopted a policy for underwriting a new ISO/MSP. If
so, determine whether theNgoliy i es stipulations that

e ISO/MSP must provide the &gquirind gk certain financial information (the policy
should stipulate its type and ti' /

e experienced commercial credit ofM€el, regiew the periodic financial statements
of the ISO/MSP.

e management must review the depth and

e bank must perform required background ch thg checks should determine

whether any ISO/MSP or its principals have .

e bank must obtain required bank and trade refereng a|| TSQSs/MSPs and their
principals.

e bank must identify whether the principals of the ISOs/N onnected with the
bank’s directorate or management team and whether the SPs are related

interests of the bank’s directorate or management team.
e [SO/MSP must maintain specific reserve accounts to absorb losses from merchant
charge-backs or other damages if the organization is financially liable for losses.

20. Determine whether the acquirer has a policy that addresses agent banks for which the
acquirer provides service. Does the policy address the following items?

Criteria for accepting agent banks.
Agent bank’s merchant underwriting.
Policy exceptions.

Agent bank’s liability.

Periodic reviews.
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Underwriting and Card Sales

Objective: To determine whether sales and underwriting activity is consistent with business and
strategic plans as well as risk tolerance objectives, and whether appropriate controls and
systems are in place. To assess the quality of new merchants, identify any changes from past
underwriting, determine the adequacy of and adherence to merchant processing policies and
procedures, and gain a thorough understanding of the processes employed in underwriting
and card sales activity.

1. Evaluate the bank’s policy and process for approving new merchant accounts and
determine whether it addresses the following issues and points:

e Types of merchants for which the bank does not want to provide merchant processing
services (progMged and restricted lists, including OFAC’s SDN List).

e Docume uirements for merchant files.
e Location'of o tracts for merchants and a requirement that these documents
be maintainegi fire-protected area.

Whether merc ave the appropriate party signatures.
Underwriting gui r ngprchant accounts.

Termination procedurlg fo
Type of derogatory inforati#N that§s acceptable on credit reports.

Criteria for approving procegging fol*agglitional merchant locations.
Bank personnel responsible f rgfngnerchants.
Handling of exceptions to the merdha royal policy.

g6 ISO/MSP.

Process for reviewing information c&llec

2. Evaluate the bank’s procedures for ensuring ca
policy.

with the merchant approval

merchant approval policy. Evaluate the practices for wai ntation

3. Determine how the bank documents and monitors per aricegT §gceptions to the
(40
requirements. @

4. Determine whether the bank has a written agreement with each merchant and whether the
agreement contains the following information:

Fees to be charged to the merchant.

Requirements the merchant must meet at the point of sale.

Required information for charge-backs.

Merchant’s redress if the agreement is terminated or suspended.

Whether the merchant must notify the bank of a change in ownership.

Whether the merchant is subject to continuing review by the bank or a designated
third party.

e Statement requiring the merchant to follow bank card association rules.
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e Whether the merchant assumes liability for problems associated with unsecured
transmission of card data and storage of customer information for Internet merchants.

Select a representative sample of recently approved merchant files (e.g., within the last 90
days). The sample should include merchants that the bank obtains directly, through
ISOs/MSPs, and through agent banks. If possible, the sample of merchants obtained
directly by the bank should include a sample of merchants by size and industry. Review
the sample of merchant files for compliance with the policy.

Summarize the results of the merchant file review. Determine whether the level of
exceptions is reasonable in view of board-approved policies.

In evaluating the bank’s ongoing review of merchant accounts, determine the following:

e Type or sj chant accounts eligible for review.
e Frequen® of e\
e Whether the gvi
e Type and timi fi
e Performance fact I

returns, and charge-bagks)\

rdinated with the commercial loan department.
ial information the bank asks merchants to provide.
edy the review (e.g., level and trends in transactions,

Evaluate how the bank determingls whermto get up a merchant reserve or holdback. If
reserves are established, how fre yt y reviewed?

Settlement and Charge-Backs

Objective: To evaluate the effectiveness of the settlem ge-back function, including

strategies and programs employed.

1.

Review the settlement flow chart. Identify all parties ™ol
responsibilities, and the estimated time that it takes fun
from party to party during the settlement process.

If the bank does not pay merchants the same day it receives credit from issuers, assess
management’s procedures to keep the funds segregated and liquid.

Review management’s analysis of risk if the bank uses a BIN/ICA number (whether the
bank owns the number or not).

Check with the examiner reviewing the bank merchant processing policy and confirm
that the policy addresses charging off stale charge-backs (generally 90 days) and the
appropriateness of the policy. If different examiners are handling assignments regarding
policy review and charge-back review, be sure both examiners agree on the dynamics of
the bank’s policy regarding charge-offs.

Review the trend in the volume and aging of charge-backs.
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6. Investigate significant trends in both the volume and age of charge-backs. Consider

e discussing with management any merchants that are generating significant charge-
backs.

e instructing the bank to charge off any charge-backs aged over 90 days (bank card
association rules allow exceeding 90 days in limited circumstances).

e whether the bank has suffered any significant losses from merchant charge-backs
over the past several years.

7. Evaluate the adequacy of the charge-back system. Determine whether the system is
automated or manual and whether it can

e quantify outstanding charge-backs and their ages.
e prioritize regg into charge-backs.
e measure i ncy of the charge-back process.

8. Determine how eV uates the adequacy of its charge-back systems.

9. Determine how the b ag foRcontingencies, such as large merchant bankruptcies,
which can generate a larggvo of charge-backs.

10. Describe how management assighs charge-Qack work to employees, such as by age,
reason code, or merchant.

11. Review the bank’s procedures for establgin hant-funded charge-back reserves on
high-charge-back merchants. Determine wh practices sufficiently protect the
bank from exposure to charge-back loss.

12. If the bank is not adequately protected from charge= ssely determine whether the
bank needs a bank-funded general reserve or additior§capmal

13. Evaluate the collection of charge-back losses and uncollectdg
Profitability

Objective: To assess the quantity, quality, and sustainability of earnings from merchant processing
activities.

1. Review the merchant processing department’s profitability statements. Evaluate major
costs and fee income items in relation to overall profitability. Determine the impact of
charge-back and fraud losses on profitability.

2. Identify whether the merchant processing department generates a profit or loss and the
amount from the prior year-end and current YTD.
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3. If the merchant processing department is unprofitable, determine the bank’s appetite,
plan, and rationale for continuing the operation.

4. Review the bank’s budgeting process for its merchant processing department and
investigate the budget’s significant variances from actual performance. Determine
whether the department is expected to meet this year’s budget and, if not, why not.

5. Evaluate the MIS used in determining the department’s profitability.

6. Determine how management arrives at cost figures, i.e., whether it uses actual or
estimated costs, and whether the methodology is appropriate.

7. Review the bank’s pricing policies and evaluate the bank’s pricing methods. If the bank
offers reduced digggunt rates based on other existing banking relationships, evaluate the
risks and rew.

8. Review manage
bank. Investigate

sis of whether individual merchants are profitable for the
or’low profitability or losses.

9. Obtain discount rates th chant file review worksheet and compare actual
pricing against the pricin i

10. Determine which personnel hav&ghe aut y to set pricing variables and how
management monitors the pricing proc

anizations to determine other
to the sale or lease of

11. Coordinate with the examiner reviewing'thir
pricing programs used. Determine whether
equipment or other services.

Risk Management and Control Systems

Objective: To assess adequacy of the bank’s processes for identifying @ g, monitoring, and
controlling risk by reviewing the effectiveness of risk managemeNggg#Pother control
functions.

1. Determine the internal/external auditor’s knowledge of the merchant processing
department and whether the auditor’s knowledge is adequate to perform effective
reviews.

2. Review the scope and frequency of the internal audit. Determine whether it addresses all
operational areas.

3. Determine whether internal audit reviewed the bank’s merchant processing activity or
operation. If a review was conducted, look at the latest findings of the review by internal
audit, bank management’s response to the review findings, and the status of addressing
any corrective actions for the findings.
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4. Determine whether internal audit reviews major services provided by third-party
organizations.

5. Confirm whether external audit reviewed the bank’s merchant processing activities. If a
review was conducted, look at the latest findings of the review by external audit, bank
management’s response to the review findings, and the status of addressing any
corrective actions for the findings.

6. Determine whether the scope and frequency of fraud reviews are adequate. Assess how
analysts prioritize exceptions and whether certain potentially suspicious transactions are
processed through more sophisticated systems (e.g., scoring and other databases).

7. Determine whether management has established parameters for monitoring Internet
transactions.

8. Determine stablishes parameters for exceptions.

9. Determine who i P&k can set fraud parameters and what documentation is required
to change the param®grs.

10. Determine the frequency W hj agement updates a merchant’s historical sales
volume.

11. Determine the bank’s course of ac M
delay settlement, establish merchant-f¥n

12. Review the acquiring bank’s controls over
whether they comply with bank card associatio

etects suspicious activity. (Does the bank
s, or file a SAR, for example?)

ement funds to determine

13. Review any parameters for exceptions that are availalg tO&e acguirer but not presently
in use. Commonly used parameters are:

Large average ticket size.

Large daily or weekly volume.

Keyed rather than swiped transactions.

Multiple tickets in the same dollar amount.
Multiple uses of same cardholder number.

High charge-back activity.

Excessive return volumes.

Declined authorizations.

Authorizations not matched to sales and vice versa.
Transactions from inactive or closed accounts.

14. If a neural network is used, review management’s rationale for the parameters that have
been set.
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Examination Procedures > Internal Control Questionnaire

5. Are all merchant and ISO/MSP funds held as charge-back or loss reserves placed in
individual deposit accounts, separate from settlement proceeds?

6. Is access to merchant and ISO/MSP reserve accounts restricted to bank personnel?

7. Are adequate procedures followed to refund merchant and ISO/MSP reserves according
to the terms in the merchant agreement?

8. When merchant reserves cannot be successfully refunded, do procedures ensure
compliance with abandoned property and state escheat laws?

9. Can the bank hold merchant funds pending the resolution of suspected fraudulent or
sanctioned activity?

10. Are paymentsg ants made with collected settlement funds (funds for sales

ia the associations)?
11. Are merchant and Paccounts reviewed for suspicious activity?

12. Have contingency plan
settlement process?

n loped and reviewed for all parties involved in the

13. If ISO/MSPs perform accountin®and servjng functions, have contingency plans been
developed to cover their services?

14. Are there procedures to ensure the accuracy d wire transfer files, whether
originated at the bank or by a third-party prog&s

15. Are there controls for handling rejected ACH an siagitems?

16. Has the bank ever missed any settlement cutoff times an erparty?

17. Which merchants are settled by wire versus ACH?

18. Has management obtained third-party reviews and regulatory examination reports of its
processors?

Charge-Back Processing
1. Are policies and procedures in place for charge-back processing?
2. Can the bank generate reports on

e daily charge-back activity?

e status and aging of charge-backs?
e exception reports on merchants experiencing unusual charge-back activity?
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3. Are losses from merchant charge-backs clearly identified on the general ledger as
noninterest expense?

4. Does the bank debit merchants for charge-back at the same time the bank pays the issuer?

5. Is the staff sufficient to process retrieval requests and charge-backs within the bank card
association’s time frames?

Fraud Detection
1. Does the bank have an early warning system to detect merchant fraud?

2. Are fraud reports reviewed daily?

ained in detecting merchant fraud?
4. Are exception pajh sWY fraud reports tailored to each merchant?

5. Do exception reportggreen

significant variances f \Cket size?
significant variances in dailyand wegkly volume?
multiple tickets in the same amgmnt?

multiple uses of same cardholder
keyed rather than swiped transactio
transactions from inactive or closed acc
high rate of charge-backs?
authorizations not matched to sales, and vic
authorization declines?

excessive returns relative to sales?

ogflance with
#applicable?

6. Does the bank have a process for filing SARs with FinCE
12 CFR 21.11 for national banks or 12 CFR 163.180 for FSAS,

7. Does management have an effective process to respond to bank card association reports
in a timely manner?

8. Are fraud losses reported on the call report as noninterest expenses?
9. Does management perform postmortem analyses of fraud losses?
Agent Banks

1. Are agent bank agreements in writing?
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2. Are agent banks informed of their financial liability for a merchant’s fraud and charge-
back losses?

3. Are merchants obtained through agent banks subject to the same underwriting standards
as direct or ISO/MSP merchants?

4. Does the bank routinely obtain and review financial information on agent banks?
5. Are separate files maintained for each agent bank?
6. Are proper approval authorities obtained for each agent bank?

7. Does the policy on selecting agent banks address

Third-Party Organizations

1. Has the bank registered all ISOS@VISPs \§ith bank card associations?

2. Does the bank periodically analyze or gfie
organizations?

e finances of all third-party

5. Does the bank attend sales training sessions for ISO/M

6. Does the bank require that each ISO/MSP have operational a
Pricing

1. Does the bank’s pricing policy address

e minimum discount rates?

e pricing methods used, such as standard matrix or bid models?

e handling exceptions to the pricing policy?

e which personnel, including ISO/MSP salespeople, have the authority to price
merchants?

e monitoring whether merchants are profitable for the bank?

e repricing guidelines?

e documentation requirements for discount rate reviews?
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Does the bank’s pricing system address:

e overhead costs, including employee costs, educational and training costs, and
occupancy costs?

e internal and external processing costs, including cost of computer hardware, software,

and phone lines?

interchange fees?

bank card association assessments?

revenue for providing float to the clearing process?

charge-back costs?

desired profit margins?

insurance and bonding needs?

loss history ang the risk of future loss?

Does the ba date the merchants were last repriced?

Does the bank erfu t aMoutlets related to a merchant account are priced
consistently?

Can the bank determine WigethWr indiigdual merchants are profitable for the bank?

Department Profitability

1.

2.

tatement from the other areas in the bank?

Does the department have a separate J

Does the merchant department’s profitabilit
costs, including corporate allocations?

include all direct and overhead

Does the department have an approved budget, and, goeSwhe budget seem realistic?
Are significant variances from the budget explained?
Does the MIS provide information regarding the following?

Sales volume.

Total transactions.

Return on sales.

Per transaction/unit cost.
Per transaction/unit income.
Overhead per merchant.
Attrition rates.

Unprofitable merchants.
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Card Equipment

1. For those banks providing point-of-sale equipment to merchants, is access to the
inventory limited to authorized personnel?

2. Are inventory control logs maintained?

Conclusion

1. Is the foregoing information considered an adequate basis for evaluating internal control
in that there are no significant additional internal auditing procedures, accounting
controls, administrative controls, or other circumstances that impair any controls or
mitigate any weaknesses indicated through the steps in this section (explain negative
answers briefly indicate conclusions as to their effect on specific examination or

verification p
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Verification Procedures

Verification procedures are used to verify the existence of assets and liabilities, or test the
reliability of financial records. Examiners generally do not perform verification procedures as
part of a typical examination. Rather, verification procedures are performed when substantive
safety and soundness concerns are identified that are not mitigated by the bank’s risk
management systems and internal controls.

1. Test the additions to the trial balance(s) and the reconciliation of the trial balance(s) to
the controlling subsidiary ledger(s).

2. Using an appropriate sampling technique, select merchants from the reports and

e prepare and confirmation forms to merchants (confirm sales volumes as of last

e after a reason pgfgd of time, mail second requests.
e follow up on§n ureSyto reply or exceptions and resolve differences.

3. Using the sample froryte reew merchant files and

e examine each merchan ent N completeness and appropriate approval
authority.

o if the agreement requires hol % ves, compare actual on-deposit holdings
against required levels; investigateg#is ncies.

e check the current discount rate and e#fSur omplies with the pricing policy in
place at time of approval or repricing.

e check application estimates for volume andg icket size to determine how
much they vary from actual performance.

e check to determine whether management ran the
OFAC’s SDN List.

nt &gainst MATCH and

4. Obtain or prepare a schedule showing monthly transaction onthly charge-back
volume, and all associated monthly revenues and expenses sincCe the last examination,
then do the following:

e Investigate all significant fluctuations or trends.

e Determine whether the transaction volumes and charge-back volumes are
commensurate with the revenues and expenses.

e Trace revenue and expense transactions to source documents if unusual variances
exist.
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Appendixes

Appendix A: Portfolio Profile Worksheet

This worksheet is provided for informational purposes, but it is typically no longer used,
because much of this information is now provided through various MIS reports provided by
the institutions.

Bank name

Bank address

Type of merchant processing activity
(acquirer or agent, with or without risk)

P
Name of merchant A@ contact person

Phone number of contag persq

Bank Internet address

Number of employees ded
processing activities

Number of Visa BINs owned/active

Number of MasterCard ICAs owned/activi

Are any BINs/ICAs shared with another bal
no)

Sales volumes processed
YTD (/1)
YE prior year 1

*»

*»

YE prior year 2

Number of transactions—YTD and prior year

Average ticket size—YTD and prior year

Total number of merchants

Number of active merchants

A H (R A |H

Internet sales volume processed

Geographic concentration (local, regional, national)

Three largest merchants by sales volume
(include name and YTD sales volume)

Current attrition level %

Niche market (if applicable)
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Processing systems

Front-end authorization and capture
(major front-end systems used)

Back-end processing system (in-house or vendor
name)

Charge-backs

Charge-back monitoring system (in-house or vendor

name)

Charge-backs processed—YTD $
Charge-backs processed—YE prior year 1 $
Charge-backs processed—YE prior year 2 $
Charge-back ratio TD %
Charge-back ratio’(nu Y, %

Fraud monitoring

Fraud monitoring system use®in
name)

Gross fraud losses—YTD

Net fraud losses after reimbursement/inde

Gross fraud losses—YE prior year 1

Net fraud losses after reimbursement/indemnificati

Gross fraud losses YE prior year 2

Net fraud losses after reimbursement/indemnification

Reserve volumes

General merchant reserves

Specific merchant reserves
ISO/MSP reserves
ALLL merchant reserves

P B | PP
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Profitability information

Typical retail discount %

Typical retail per-item charge

Typical application fee

Typical statement fee

B PP P

Typical charge-back fee

Equipment sales (in-house or vendor name)

Independent sales organizations
Number of ISOs used #

Association informatig

Visa sales processci %

MasterCard sales¥rocg _ %

Is the bank in the Visa High-Risk Ac®
(yes or no)
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Appendix B: Request Letter

Merchant Processing Request Letter Enclosure

Please provide copies of the following:

Management and Board Supervision

1. Current organizational chart for the department.

2. Reésumes for all principals in the department.

3. Job descriptions for all principal positions.

4. Strategic andf % plans and budgets for the department.

5. Management’s agnu alWys of capital adequacy and capital allocation relative to the
risk profile of merdgant ocegadlng activities.

6. Two most recent sets of ngont anagement reports routinely reviewed by management
and the board.

7. Report on new merchants or ma@ aries for the previous three months.

8. Report on any credit risk management r rchant accounts.

9. Report on the bank’s top 50 merchants by vaTu

10. Report on the bank’s merchants that are currently 10eng aNgighly suspect merchants
by volume.

11. Concentration reports by industry code and state or geograp 1@

Sales

12. Brief explanation of sales/account acquisition channels.

Underwriting

13.

14.

15.

List of all insider-related merchant customers.
Samples of merchant agreements and applications.

List of all merchant reserves.
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Profitability

16. Profitability report for the merchant processing department for the most recent year-end
and year-to-date.

17. Current fee schedule and definitions of fees charged. If a particular fee includes various
components, identify what items are included in the specific fee.

18. Profitability reports by sales segment.
19. An analysis of whether the bank’s merchants are profitable for the bank, if available.

20. Report detailing total number of merchants, annual volume of sales, and number of
transactions.

21. Listing of th@un ble accounts.
22. Attrition report fOrgffe gt year.
Agent Banks

23. Brief summary of the agent bani#brograjhs offered.

24. Name and address of agent banks, M me of merchant processing by these
banks.

25. Sample agent bank agreement. O

Third-Party Organizations

26. List of third parties used by name and address and des ice provided. Are
any of the third-party arrangements new to the bank withi P months? If so,
please provide an electronic copy of the contract agreement g with the third party.

27. Names and addresses of each ISO/MSP, and number of merchants, sales volume, and
number of transactions attributable to each ISO/MSP.

28. List of any loan relationships to third parties, including loan terms and amounts.
29. Most recent bank audit report of ISO/MSP activity and ISO/MSP response.

30. Summary of which ISO/MSP has access to the acquirer’s data-processing system and the
extent of the access (e.g., set-up, charge-backs, or maintenance).

31. List of all ISO/MSP reserves and applicable balances.
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Settlement

32. A flow chart and brief explanation of the settlement process that illustrates the parties
involved and the timing of settlement.

Risk Management
33. Management summary of underwriting exceptions/overrides.

34. Brief description of the fraud monitoring process, the systems and reports used,
prioritization of investigations, and staffing involved in the process.

35. Examples of daily fraud monitoring reports.

36. ary for fraud monitoring system.

37. e-back process, the systems and reports used, prioritization

d staffing involved in the process.
38. Charge-back aging repOrtfth ack ratios, and trend analysis.

39. Fraud loss history for the most rgf€ent yer-end and year-to-date. Were SARs filed for the
fraud losses identified? /
40. Credit loss history for the most recen Wyear-to-date.
41. The last four quarterly monitoring reports fog€a jation (Visa, MasterCard, and
any others).
ort

42. Any additional risk analysis or reports used to evalu io apart from daily
monitoring reports.

Audit

43. Most recent internal/external audit reports and management’s response.
Portfolio Acquisitions

44. Listing of any portfolio acquisitions in the past 24 months.

45. Due diligence process used for portfolio acquisitions.

46. Management reports used to monitor and manage acquired portfolios.
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Loan Review

47.

Copies of internal loan review and loan review reports for the merchant processing
activity, because the merchant processing business involves the fundamental evaluation
of counterparty credit risk with significant merchants, ISOs/MSPs, and Rent-a-BIN
partners. Also, provide any management responses for internal loan review reports.

Please make the following available upon our arrival at the bank:

1.

2.

3.

10.

11.

Merchant processing policy and procedures manuals.
Committee minutes for merchant-related activities.

Recent reports isggd by the bank card associations.

Merchant fi
Inventory logs fo ard’ equipment maintained for resale or lease to merchants,
including acquisitiorgate, cqt, agd current value.

Agent bank files.
All third-party credit files inclu curreggfinancial statements of ISOs/MSPs.

All third-party written contracts and a¥reggficgts, wcluding contracts between ISOs/MSPs
and the bank’s data processor (if the bank d e its own in-house operation).

4

All Visa and MasterCard correspondence, incl
pledge agreements, fraud monitoring reports, anceiss

tegly processing statements,
a onitoring reports.

Disaster contingency plans for third-party organization%gnd ent’s review of the
plans.

Audit work papers
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Appendix C: Profit and Loss Statement
(Sample Only)

Volumes (000s) Expenses

Total sales volume External data processing
Total transactions Internal data processing
Average ticket Research and development

Terminal expense or depreciation

Income Personnel

Gross merchant discount Telephone

Interchange (-) Occupancy

Assessments (-) Travel and entertainment

Net merchant discount Supplies

Interest income Professional fees

Transaction fees Fraud and charge-back losses
Terminal fees Miscellaneous

Miscellaneous fees

Total income alal direct expenses

Total income per transaction allocated expenses

Return on total income

Return on total expense

Direct expenses per transaction ﬂ ig#Pbefore tax

Total expenses per transaction (unit cost)
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Appendix D: Merchant File Review Worksheet

Merchant name

Merchant application

Signatures

Business type

Description of
product and services

Average ticket size

Volume information

Social Security/tax ID

Trade and bank
references

Current processo

Time in busin

Proper approval

Site verification

With photo

Inspected by

Credit bureau report

Evidence of previous
merchant activity

Check MATCH

Purchase or lease
equipment

Discount Rate

Swiped transactions
(%)
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Appendix E: Merchant Activity and Capital Worksheet

Bank name Prior year's
Bank address data for
growth %
calculations
Call report data as of date mm/dd/year mm/dd/year
Tier 1 capital (RC-R) $ $
Year-to-date (YTD) merchant credit card (cc) sales volume (RC-L)a
Sales for which the reporting bank is the acquiring bank $ $
Sales for which the reporting bank is the agent bank with risk $ $
If applicable, aggregate sales of both merchant processing activities $ $

Acquiring bank
YTD merchant

12-month gro
bank)

«@* sales (as acquiring bank) to tier 1 capital %
Nl ant credit card sales (as acquiring

rage er
%

Agent bank with risk

YTD merchant credit ca t bank with risk) to tier 1

capital

12-month growth rate in merc m di
with risk)

%

les (as agent bank %

Aggregate (combined merchant proceging activigfor acquirer and
agent bank with risk)

%
%

YTD merchant credit card sales (aggregate)¥® ti

12-month growth rate in merchant credit card s

# The bank may report credit card sales for one of the merchant procgg Es or both, depending on the bank’s

particular merchant processing activities.
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